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Abstract

Since the usage of the Internet of Things has been increasingly ubiquitous in human life in terms of industrial growth over
the past several decades, the number of cybercriminals has also increased, and various methods of carrying out cyber-
attacks are currently being researched. In this context, a number of researchers have developed a number of 0T intrusion
detection systems to prevent attacks on IoT and to provide robust security to the 10T system. These loT intrusion
detection systems are based on criteria such as system search techniques, authentication strategy, and deployment. This
paper provides a detailed review of modern loT intrusion detection systems (IDS) as well as the methods, deployment
tactics, authentication schemes, and datasets that are often utilised while developing IDS. We have covered how the
system that was suggested before can identify attacks, how the Internet of Things (loT) may give improved security, as
well as how |oT assaults that have already happened have been categorised. It is now being discussed how to make the
Internet of Things more secure and how to stop similar attacks from happening in the future.
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additionally effective and suitable models to provide the
Internet of Things nodes with outstanding method
capability and expertise (devices). Among the most
effective approaches for embedded device sophistication
in loT-connected nodes is called the machine learning

1. INTRODUCTION

Recently Technological innovations and significant
improvements in the internet, standards, and procedure
architectures have made communication between various

loT-enabled devices called nodes, easier than it was
previously. The nodes in the Internet of Things refer to
everyday items such as light bulbs, power consumption
meters, humidity sensors, temperature sensors, fire
sensors, and CCTV cameras, as well as sophisticated
items such as frequency symbols (RFID), parking sensing
cameras, and a variety of other sensing devices in
automobiles [4].

There square measure many utilizations and services by
the 10T extending from basic foundation to health care,
military, smart home, and agriculture services [5].
Furthermore, the domains protected by loT services
include, but are not limited to, power, retail,
transportation, and production. The huge size of loT
networks introduces additional challenges, such as device
administration, data longevity, telecommunications
equipment, procedure, and safety and confidentiality.
There is a wide look into addressing such updated loT
features [5]-[6]. The security and privacy guarantee
simple user fulfillment, which is the commercial product
of 10T frameworks. The approach that IoT employs
enables developments such as decentralized computation
and cloud computing, among others. The loT devices
build an outsized volume of knowledge of information
thus at that moment typical ways for data assortment,
process, and knowledge storage are going to be failing.
during this context, we tend to square measure used

approach. random forest, Decision tree, naive Bayes,
Linear Classifiers, Artificial Neural Networks, Supervised
Learning, and other machine learning techniques are
utilized for intelligence. Such machine learning
techniques can be used in a variety of situations, including
threat identification, human-computer interaction, video
processing, product identification and classification,
medical services, automotive sectors, manufacturing
units, verification, and so on.As per the detail given above
before surveys, this text focuses on the following:

e Classifying varied styles of 10T IDS supported
intrusion techniques, and preparation strategies.

e Describing a great effort to form higher loT
security IDS.

o Classification of Internet of Things attacks.
e The challenges of 10T IDS.
2. 10T SECURITY APPROACH
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The purpose of this paper is to give a review of the existing
requirement for Safety measures, threats, and highly
reliable solutions for 0T networks [1]. It suggests a strong
security approach for loT gateways based on ML and
ANN [2]. The proposed approach effectively discovered
the improper information in the 10T network after
inputting some valid and invalid information for anomaly
identification. Designed an android-based surveillance
app for controlling and analyzing the campuses utilizing
electronics and electrical equipment using loT-enabled
sophisticated services to improve cybersecurity and
reduce resource utilization [3]. Another security solution
relies on a unique credential approach to authenticating
0T nodes, and servers [7]. Several security mechanisms
for cloud-based 10T have been offered. For ensuring a safe
connection between the client and the cloud applications,
the researcher presented a middleware cybersecurity
approach for the cloud-based system [8].

3. MACHINE LEARNING APPROACH

This article investigates several areas of ML techniques
that are applied in 10T cybersecurity. An artificial neural
network [2] was suggested to evaluate the relevant feature
and identify valid and incorrect information in the loT
network. The use of an ML technique to collect a massive
volume of information from many sources while also
ensuring data security [18]. In addition, a hybrid
CNN/LSTM approach is utilized to identify DDoS attacks
in 10T networks and to assess the trusted node using the
DL approach [19]-[21]. Depending on edge computing, an
SVM approach is employed to provide the distinction
between native and modified data [20].

Recent Work of Ids in 10T

Table 1 Summary of related work of IDS in loT

Methods/Techniques

SN Authors Used Security Threats Limitation
Elvin Eziama | NB, DT, SVM, KNN, Injection Attacks, When two matrices are employed separately, efficiency
1 Ballot Stuffing, Bad
et. al. RF - suffers.
Mouthing
2 |Size Hou et. al. RBF, SVM Code Mutation All sorts of attacks are not detected by the system.

Convolution neural
network and Multilayer
Perceptron

Monika Roopak|

et al. DDoS

If the database is changed, the effectiveness of threat
identification may be affected.

Janice Canedo Avrtificial Neural

Man in the Middle and

To identify abnormalities in the 10T network, the System
provides alternative input entries for legitimate and incorrect

et. al. Networks (DoS) input
5 Nathezhtha. T RNN Conventional The overall probability of malicious node identification is
et. al. minimal when an additional node is added to the 10T network.
6 M. Aldairi et. Isolation Forest, SVM Conventional To identify malicious activity, the truthf_ul_ user is necessary to
al. recollect the pattern for weekend activities annotations.
Types Of Ids in the border switch. However, it is difficult to identify

Distributed Ids

0T devices may be able to provide security to other loT
devices. Such distributed IDs are based on a large 10T
ecosystem. All of these 10T devices interact with each
other and control intrusion detection systems with the help
of central servers.

Many deploy distributed architectures using IDS. In such
an architecture, subsets are used to check other nodes.
Distributed IDS is more advantageous than centralized
IDS and is used for incident analysis, to identify the type
of attack in the 10T ecosystem, and to prevent attacks. In
addition to providing security through loT devices by
detecting IoT botnets in the network. Such data can be
used by IoT Botnet to detect infected systems and remove
infections from the system as well as help to prevent
further spread. Distributed IDS have less control over
resources.

Centralized Ids

In a centralized IDS system, intrusion detection systems
are housed in boundary switches and designated devices.
IoT equipment collects complete information from the
network and sends it through a network boundary switch
(Benkhelifaet al., 2018). As a result, packets in IDS IoT
devices and networks are checked using a switch located

whether the network packet passing through the border
switch is inconsistent. Centralized 1DS is used to monitor
network traffic. This traffic is removed from the network
using parameters such as packet capture, and Netflow.
Network traffic can also be monitored using a computer-
based network. A security mechanism can be introduced
at an early stage to protect from external threats using
more NIDS.

NIDS has some limitations such as limited ability to check
complete data and data transferred across the network
using high-speed communication [3]. Strong protection
against both external and internal attacks can be provided
by using different IDS in many network topologies.

Data in such networks include system calls, various APIs,
log files, and data packets that are extracted from attacks
in the network. Such data can be used as the main and
useful source for classifying intrusive behaviors.

Hierarchical Ids

Hierarchical DS is a type of network in which clusters of
each network are created. Many sensor nodes are
connected in a single cluster. Each cluster has a head that
monitors each member node and analyzes the entire
network.

Ids Validation Strategies
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The loT IDS model system needs to be developed to detect
various attacks within 10T and provide security as well as
determine their authentication. For the effective
implementation of IDS, many researchers have used
various techniques such as theoretical, empirical, and
hypothetical strategies in their models.

Following are the performance measuring parameter used
in IDS.

| ~ TP + TN
Couracy =Tpb ¥ TN + FP + FN

© Ghorsad, N., & et. al. (2022)

TPR(TruePositiveRate)/Recall /Sensitivity
TP

TP + FN

Specificity or True Negative Rate(TNR)
TN

“TN + FP

Precision or positive predictive value (PPV )
TP

T TP + FP

(2 * Precision * Recall)
F1— Score =

(Precision + Recall)

Table 2 Summary and comparative analysis of various IDS implementation approaches based on their position

Ty%i,ssfefn:DS Data source Advantages Disadvantages
o HIDS can check end-to-end encrypted
communications behavior. o Delays in reporting attacks
o Thereis no need for additional d a large number of host services and
Distributed ?API’ ?}qdit flile, Patteén téer\]rdleiareh host fil I ° E::ourcesg
atching, log record,| o ecks the host filesystem, system calls, .
IDS rule-based matching and network activities for intrusion. © :EtaCh hotlmgst(-jha\l/emsatalled. hi
o  This system can reassemble packets © hcan onty Ie ephoye OI? amachine
o Looks at the entire item, not streams that can analyze the attack.
only
o  The invader can operate the loT
o loT devices can be overloaded. net\évotrk,t;]f som:: ald f'uDsémentts may be
. . made to the central system.
o SNMP © t?]itﬁztt?/vegltri(:ks by analyzing packets in o  The difficulty is detecting assaults in
c . o TCP/UDP/ICMP S encoded data.
entralized o Not required to install on each host. o . .
IDS o MiIB o Several hosts can be checked at o  Specialized equipment is necessary.
o  Router NetFlow - e o ltissolely capable of detecting only
records identical times. . . attacks.
© C%F;gggﬁ:f detecting a variety of o High-speed connectivity becomes harder
P ’ to examine
o High internal risk
o  For compatibility, the network employs
NIDS, HIDS, and wireless intrusion
. . detection technologies. . .
Hierarchical o Such an approach is excellent for o High Complexity
creating Intrusion Detection in loT
environments that are huge and diverse.

Table 3 Security characteristics between personal computers

and loT
Characteristics Personal Computer | loTPlatform
Execution Platform .
. Low High
Heterogeneity
Malware family Variety High Low
Intrusion D_etectlon Easy Difficult
Technique
Internal Analysis Easy \Very Difficult
Sandbox Execution Easy Difficult
Removing Malware Medium \Very Difficult
Susceptibility Testing Medium \Very Difficult

4. CLASSIFICATION OF IDS

Figure 3 depicts the cybersecurity aspects of a particular
system, which is a collection of equipment linked to a PC
and loT malware. From inside and outside, applications
linked with the 10T system can be attacked. An interior
intruder may be a compromising node in the network, but
an exterior invader is not. The categorization of potential
threats that can occur on loT applications is shown in
Figure 1. It also depicts the many forms of attacks, as well

as how they would influence the 10T network and what
effect they will have.

‘ IoT Attacks ‘

I—

Physical Attacks ‘ Software Attacks [ Network Attacks
J L ) )
_-| Note Tampering —>| Cede Injection | it Atk }
—_— L, :
—-| RF Intarface | Buter Onarflow | | Dos andDDos ‘
—— _’| Phishing Attacks | RPL Attack }
—’| Hede Jamming
) g | sybil Attack
. _"| Data Privacy issues -
. | Selective Farwarding
Node Attack ; , :
| Mauare | {_ s atack_|
"[ Physical Dumwa ) Wortihils Attack
L, | side-channe amJ {vallo Foodng ptck

—'[Sur:nl Erlg:rmrmg

Figure 1Classification of 10T attack
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5. APPLICATION OF ML IN IOT
Embedded System

The development of a cryptographic architecture of secure
data transmission for an embedded platform based on the
internet of things [13] is a new study in this domain. To
offer an embedded system-based data protection approach
for employee identification. To verify the information of
persons in India, Aadhar checking is used for employee
identification [9]. To create a structured way for authority,
the guidance of an advantage, starting with a device Safety
design that efficiently checks communication utilization
and architecture resources. The strategy is built on
integrated equipment/software, and software access
control principles, as well as the mitigation of threats
posed by hidden defects in embedded systems and
standards [11].

Smart Homes

This category includes common household appliances
such as refrigeration systems, television sets, and lamps
that have been designed and can communicate with the
authorized person via the Internet, allowing better
monitoring and management of electronics devices as well
as better energy consumption [17]. To create a more
secure home automation system that utilizes various 10T
gadgets such as motion or posture detectors, cloud servers,
and object recognition, among others. The authenticated
person can control the system [3].

Transportation

IoT infrastructure is evolving at a rapid pace, and
innovative functionalities are being developed to better
everyday life [17]. Determining the I10T's role in
transportation is crucial, but what will these developments
look like? Where do you think it would be a better strategy
for everyone to look for people? We're only now seeing
the intersection of 10T and transportation. They can be on
a small scale, such as vehicle-to-person communications.
To identify the flowing structure in the use of ML
techniques in transportation, and to examine the
integration and, analysis in each of the transportation
classes [17].

Health-care System

0T and ML techniques have been utilized in the medical
industry to obtain the patient history such as health
improvements, routines, everyday activities, sleeping
patterns, and nutrition [22], as well as to protect the
medical or healthcare applications from external threats
[24]. In reality, a variety of loT-based frameworks have
been created to track a patient's medical issues. Depending
on the inter-loT approach [23], present a system that
makes it easier for patients and doctors to engage.

Security and Surveillance Systems

Across the street, CCTV security cameras can capture the
video contributions. Security systems can detect
suspicious activity or predict risky situations using
continuous visual object recognition.

6. CHALLENGES OF ML IN IOT
Selection of Algorithm, Methods, and Techniques

The machine learning model is implemented using several
distinct algorithms and techniques. Despite the concept
that computations can be performed within any normal
circumstances, several guidelines can be followed to
determine which approaches and algorithms should be
employed. As a result, while an effective approach and
selection of algorithms and techniques are critical
elements in the ML approach in loT, wrong selection
results in incorrect outcomes and wastes time, money, and
effort.

Selection of Databases

If you enter incorrect data into the ML model, the model
gives incorrect results. The proper dataset selection
depends on various factors like quality, size, and
preparation among others. It is critical to have a tactical
separation from predispositions and select material that is
completely representative of an instance.

Data Preprocessing:

Data processing involves a variety of procedures,
including processing, cleaning, and preparation. Datasets
can have missing values, so processing data is a difficult
undertaking. To expose attributes and value approaches,
investigations are needed, and strategies such as element
scalability must be used to prevent particular highlighting
from overpowering the entire model.

Data Labeling:

The data processing techniques utilized in Machine
Learning are basic and quite effective. Choosing a good
algorithm/technique is a very challenging task. It might be
a lengthy and arduous task that involves numerous
unsuitable actions. Data labeling is required in supervised
machine learning. Systems must be capable of
understanding data that appears on a screen, what is said
in a voice recording, and what is written in a book, among
other things. Machine learning may be improved by data
labeling, and Intelligence proceeds to advance.

Security concerns:

The vast volume of information created is extremely
versatile, but it also raises considerable security risks.
Approximately half of the loT-enabled organizations
believe security to be the most significant barrier to 1oT
implementation. It is really easy to see why, given that
over 67 percent of loT-enabled devices are buying, and
how personal information might be at home.  These
concerns, together with the usual risks associated with
shifting visitor data to the cloud server, explain why users
are seeking guarantees about the confidentiality of
sensitive data.

7. CHALLENGE OF INTERNET OF THINGS IDS
ON INTRUSION DETECTION

The most difficult challenge in IDS is detecting a data
theft attempt utilizing several tactics. Apart from
establishing strategies for new signatures to assess the
stealing capability. To enhance the safety of the loT
network in IDS, additional study is required. This is
because technology is always changing, and hackers can
manipulate data by adopting equivalent approaches when
assaulting and entering. As a result, conventional and
established methods are still ineffective.
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8. CONCLUSION

We give a brief outline of detection and prevention
methodologies, remedies, and technological limits in the
IoT network in this study. Several academics have
developed intrusion detection systems to detect assaults
on loT platforms, but identifying diverse intrusions in 10T
network systems can be difficult. We presented existing
study findings and explored ways to increase the
functionality of 1oT. By examining traditional and
existing intrusion detection systems, we were able to
identify upcoming problems and investigation areas. We
found four critical parameters that are required for
constructing a robust loT IDS using heterogeneous
technologies during this research.Firstly, it will issue a
false warning if the volume of data in the network is
excessive. Second, 10T networks should be scrutinized for
unusual activity. Third, create a mechanism to protect
against zero-day assaults. Fourth, construct self-contained
IDSs using machine learning and deep learning
approaches. In conclusion, all we can say is that this
review could be quite useful to security experts.
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